NHOOPMALIMOHHASA TAMSATKA
JJI1 OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxapIM TOJAOM MOJIOJIC)KH B WHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIHHUKH OIHH W3 CaMBIX
aKTUBHBIX I10Jb30Barenel Pynera. Mexay TeM, IOMUMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET
HeceT U MpoOIeMbl. JTa MaMsATKa JI0JHDKHA IOMOYb TeOe 0e301acHO HaXOAUTHCS B CETH.

KomnbioTepHbie BUPYCHI

KoMmbproTepHBlli  BHPYC - 3TO PA3HOBHJHOCTh KOMITBEOTEPHBIX IPOTPaMM, OTIWIUTEIHLHOM
OCOOCHHOCTBIO KOTOPOM SIBJISIETCS CITIOCOOHOCTh K Pa3MHOKEHHUIO. B TOTIOTHEHHE K 3TOMY, BHPYCHI MOTYT
MOBPEIUTH WJIH MOJIHOCTHIO YHUUITOXKUTH BCE (QaiJIbl M TaHHBIC, ITOIKOHTPOIHHBIC TIOJB30BATEII0, OT UIMCHH
KOTOpOoTO OBbLIa 3amylieHa 3apakKCHHAs IporpaMMma, a TakXkKe IOBPEAUTh WM JIaXKe YHHUYTOXKHUTH
OTICPAIMOHHYIO CHCTEMY cO BceMH (haiiimamu B 11eJioM. B OONBIIMHCTBE CITydaeB paclpoOCTPAHSIIOTCS BUPYCHI
gyepe3 HHTEPHET.

MeTo bl 3aIUTHI OT BPEOHOCHBIX IMPOTPAMM:

1. Mcnosb3yil COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIA YPOBEHb 3aIUThI OT
BPEJIOHOCHBIX IPOTPAMM;

2. TloctosHHO ycraHaBnuBail mnautu  (UMQpOBBIE  3aljaTKH, KOTOPbIE  ABTOMATUYECKHU
YCTaHABIIMBAIOTCS C IEJIBIO JJOPAOOTKU MTPOTPaMMBI) U IPYTHe OOHOBIICHUS CBOCH OMEpPAIlHOHHON CHCTEMEI.
CkauuBaili uX TOJBKO ¢ o¢unuanbHoro caifita paspaborunka OC. Ecnu cymectByeT pexum
ABTOMATHYECKOTO OOHOBJICHUS, BKIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MOJI MpaBaMH IMOJb30BaTeNd, a HE aJIMUHHUCTparopa. JTO He
MMO3BOJIAT  OOJIBIIMHCTBY BPEIOHOCHBIX TPOTPAaMM HWHCTALIMPOBATHCA HAa TBOEM IIEPCOHATHLHOM
KOMITBIOTEPE;

4. Hcnosb3yil aHTUBUPYCHBIE MPOrPAMMHBIE TMPOJIYKTHI HU3BECTHBIX MPOU3BOJUTENICH, C
ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUIA TOCTYIT K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHENIHNE HOCUTENTW WH(MOpMAIMU, Takue Kak (iemnika, Tuck win (aill u3 WHTEepHETa,
TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkphIBaii KOMIBbIOTEpHBIC (haiiIbl, TIOTYYECHHBIE U3 HEHAJICKHBIX UCTOYHUKOB. [laxe Te dhabl,
KOTOpBbIE MpHUCIIai TBOM 3HaKOMBIN. JIydlie yTOUHU y HEro, OTIIPABIISUI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 310 He Bu mepeaayu JaHHBIX, HE TEXHOJOTHS, a BCEro JMIIb Open, Mapka. Emte B 1991 roay
HUJIEpJIaHJICKass KoMmIanusi 3apeructpupoBana Opena "WECA", uto 0003Hauago CIIOBOCOYETAHHE
"WirelessFidelity", koTopslii mepeBoauTcs Kak "GeCpoBOHAsS TOYHOCTH'".

Jlo Hamrero BpeMeHH Joluia Apyras abOpeBuaTypa, KOTOpasi SIBJISETCS TaKOW K€ TEXHOJOrHe. ITo
abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHJAPT BBICHICH 3BYKOBOW TEXHHMKH
Hi-Fi, uTo B mepeBoie 03Ha4aeT "BBICOKAs TOYHOCTD".

Ja, GecruiaTHBIN UHTEPHET-AOCTYI B Kade, OTeNsAX U adponopTax ABJIAETCS OTIMYHONH BO3ZMOKHOCTBIO
BBIXOJ]a B MHTEpHET. HO MHOTHE SKCIEpThl CUMTAIOT, 4To obmienoctymubie Wi-Fi ceTu He SIBIAIOTCS
0€30MacHbIMH.

CoBeTbl 110 6€30MaCHOCTH paboThl B 00mIen0CcTYMHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuunHyto uHpopMmanuio depes obmemoctymnabie Wi-Fi cetn. PaboTas B HuX,
JKeJaTelbHO He BBOJAUTH MAPOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISN aHTUBHPYCHBIE MPOrpaMMbl U OpanaMayep. Tem cambiM Thl 00€30MacHIIb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmroun Gpyskimro "OO0muii foctyn K ¢aiinam u npunrepam”. [lanHas
GYHKIHS 3aKpbiTa MO YMOJIYaHHWIO, OJHAKO HEKOTOpBIE TMOJb30BaTENd AaKTHUBUPYIOT ee Jis yaoOcTBa
MCIOJIb30BaHUs B paboTe Uin yueoe;

4. He wucnonb3yit nyonwunbeiii WI-FI ans mepemaunm NTUYHBIX JaHHBIX, HampuMep IS BBIXOJA B
COIMANILHBIC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. HUcnone3yit Tonbko 3amuiienHoe coeaunenue uepes HTTPS, a ue HTTP, T.e. nmpu Habope BeO-
aznpeca BBoau uMeHHo "https://";

6. B MoOwisHOM Tenedone otkmroun Qynkuumio "lloakmouenne k Wi-Fi aBTomarmyecku". He
JIOTMyCKaik aBTOMATHYECKOTO MOIKITF0UeHHs yerporicTBa K cetsim Wi-Fi 6e3 TBoero cornacwusi.



ConuanabHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B Hallly KU3Hb, MHOTHE JIFOIU PA0OTAIOT U )KUBYT TaM IOCTOSIHHO,
a B Facebook yxe 3aperucrpupoBaH MUJUTHAp]] YEIOBEK, YTO SBJSICTCSA OJHOM CEAbMOM BCEX JKUTEICH
IUTaHeThl. MHOTHE MO0JIb30BAaTEeNM HE TMOHUMAIOT, YTO WH(OpMAanus, pa3MelleHHas MU B COLMAIbHBIX
CeTsAX, MOXKET OBITh HalJEHAa M HMCIOJIb30BaHA KEM YroJHO, B TOM 4YWCiIe He 00s3arenbHO ¢ Omarumu
HaMEpEHUSIMHU.

OcCHOBHBIE COBETHI 110 OE30MaCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannyb ciucok Apyseil. Y Te0st B Ipy3bsiX HE JAOKHO OBbITh CIy4alHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinail CBOO 4acTHYIO Xu3Hb. He ykasbiBaii maposm, TenedoHsl, agpeca, 1aTy TBOETO POXKICHUS
U JIPYTYIO JHYHYI0 HHPOPMALKIO. 3I0yMBIIUIEHHHKH MOTYT HCIOJIB30BAaTh Aa)ke WH(POPMAIUIO O TOM, KaK
ThI U TBOU POJAUTENH IJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3ammmiail CBOIO peryTaluio - JepKU ee B YUCTOTE M 3a7aBail ceOe BOMPOC: XOTEN ObI ThI, YTOOBI
Jpyryue MOJIb30BAaTEIN BHJAEIH, YTO Thl 3arpyxaems? Ilogymail, mpexxie uyeM UYTO-TO OIyOJIMKOBATb,
HamucaTb 1 3arpy3uTh;

4. Ecnu Thl TOBOPHILB C JIIOJbMHU, KOTOPHIX HE 3HAECIIb, HE UCIOJIB3YH CBOE PEaJbHOE UMS U JPYT yIO
JUYHYI0 UHPOPMALIUU: UMS, MECTO JKUTEIbCTBA, MECTO y4eObl U IPOYEE;

5. Wzberait pasmemenus dororpaduit B aTepHETE, e ThI N300pa)K€H Ha MECTHOCTH, IO KOTOPOM
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. IIpu perucrpanuu B COLMAIBHON CETH HEOOXOIMMO HCIIOIb30BaTh CI0KHbBIE TTAPOJIH, COCTOSIIINE U3
OyKkB 1 IU(]p U C KOJMUECTBOM 3HAKOB HE MEHee §;

7. Jnst conuanbHOM CETH, TIOYTHI U IPYTUX CAUTOB HEOOXOMMO HCTOJIB30BaTh pa3Hbie mapoiu. Torga
ecyin TeOsI B3JIOMAIOT, TO 3JI0YMBILIUIEHHUKH MOJIy4aT AOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE cpa3sy.
JJIeKTPOHHbIE 1eHbIH

DNeKTPOHHBIE EHBIU - 3TO OYEHb YIOOHBIN CMOcOO IUIaTexel, OJIHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

DNEeKTPOHHBIE JIEHBI'H MOSBUINCH COBCEM HEAABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX T'OCYIapCcTBaxX J0
CUX IOp HE MPOTHCAHO MPO HUX B 3aKOHAX.

B Poccumn xe oHM (QYHKUMOHUPYIOT M O HUX YK€ IMPOIKCAHO B 3aKOHE, TJIe UX pa3leisiioT Ha
HECKOJIbKO BHJOB - aHOHMMHBIE U HE aHOHHMMHBIE. PazHuna B TOM, 4YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paszpelaercsi IpOBOAUTH Olepanyu 0e3 UISHTU(PUKAIIMY TOJIb30BaTeNs, @ B HEAHOHUMHBIX UJICHTH(QUKALIHS
MI0JIb30BATENs SBJSETCS 00s13aTENbHOI.

Taxxke crenyer pa3nuuaTh AJIEKTPOHHBbIE (pUaTHBIE NEHBI'H (paBHBI TOCYAAPCTBEHHBIM BANIOTaM) U
ANIEKTPOHHBIC He(UATHBIE ACHBIU (HE PaBHBI TOCYAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 6€301MacHO paboTe C ATEKTPOHHBIMH JIECHbI'AMU:

1. IlpuBsbku K cueTy MOOWIIBHBIN TeneoH. ITO caMblii YIOOHBIN M OBICTPBIA CIIOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsi3aHHbIi TeaeQoH MOMOKET, eciii 3a0yAelIb CBOW IUIATEXKHbIN Mapoib WIK 3aiiienb
Ha CallT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Wcnonp3yii onHopaszoBbie maposu. [locrme mepexona Ha yCHIIEHHYIO aBTOpH3alMio TeOe yke He
OyZeT yrposkaTh OMAaCHOCTb KPaXKu HIIM NIepexBaTa IIaTeKHOTO MapoJis;

3. Bri0Gepu cnoxuslii naposs. [Ipectynuukam OyneT He MPOCTO YraaaTh CIOXKHBINA Mapoib. HanexxHbie
MapoJIH - 3TO MapOJI, KOTOPBIE COJIEPKAT HE MEHee 8 3HAKOB M BKIIIOYAIOT B C€0SI CTPOUHBIE U MPOIUCHBIE
OyKBBI, IU(PPBI U HECKOJIHKO CMMBOJIOB, TaKM€ KakK 3HaK JoJuiapa, (yHTa, BOCKJIMILIATEIbHBINA 3HAK U T.II.
Hanpumep, $tRONg!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

JICKTPOHHAsI N0YTA

ONEeKTpOHHAs NOYTa - 3TO TEXHOJIOTHS U MPEJOCTABISAEMBIE €10 YCIYr'H 10 NEPECHUIKE U MOJyYEHHUIO
AJIEKTPOHHBIX COOOILIECHUH, KOTOpBIE paclpeNeNsioTcss B KOMIBbIOTEpHOW ceTH. OOBIYHO 3IIEKTPOHHBIN
MOYTOBBIM SAIIMK BBINIAUT CIEAYIOIIMM 0O0Opa3oM: MM _TOJb30BaTeNA(@uMs_JIoMeHa. Takxke Kpome
nepeaayy MpocToro TeKCTa, MMEETCs] BO3MOKHOCTh TiepeiaBaTh (aiibl.

OcHOBHBIE COBETHI IO O€30MacHOM paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MpaBHIBHBINA MOYTOBBINA CepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP OECIIIIATHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIy4YIlIe JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBLIN B PEUTUHIE;



2. He yka3piBalli B JWYHOH mouTe JM4HYl0 uHpopMammio. Hampumep, ydiie BbrIOpaTh
"My3bIKanbHbIN _(haHaT@" wiu "pok2013" BmMecTo "Temal3";

3. Hcnonp3yih ABYXSTalmHYyI0 aBTOpU3alMIO. DTO KOrja INOMHMMO Iapojsi HYXHO BBOAMTH KO,
npucblIaeMbiii 1o SMS;

4. BeiOepu ClOXHBIA Mapoib. i1 KaXIOTO0 TOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM HAJC)KHBIM,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecimn ecTh BO3MOKHOCTB HaMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Mcnonp3yil HECKOJBKO IOYTOBBIX SAIIMKOB. [lepBbIN 11 4yacTHOM NEpPEenuCcKU C ajpecaTami,
KOTOPBIM THI JIOBEPSICIIb. JTO ANEKTPOHHBIN a/Ipec HE HAJ0 MCIOJIb30BATh MPU PETUCTPAIMU Ha GopyMax H
caiirax;

7. He oTkpbiBail (hailibl U Apyrue BIOKEHHUS B NHUCbMaxX, AaXK€ €CJIM OHU MPULUIA OT TBOUX JIPY3EH.
Jlydie yTo4HM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibl;

8. Ilocne okoHYaHMsI pabOTHl HA IOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKIJIAJKU C cailToM He 3a0ynb
HaxxaTh Ha "BeritT".

Ku6epOy/uiuHT 1M BUPTYaJbHOE U31€BATEIbCTBO

KubepOymauHr - mnpecienoBaHHEe COOOLIEHUSIMH, COJEp)KallMMH  OCKOPOJIEHHs, arpeccuio,
3alyruBaHKe; XyJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 60PbOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiicst B 60#i. Jlydmunii cmoco0: TOCOBETOBATHCS Kak ceOsi BECTH W, €CJIM HET TOTO, K KOMY
MOXXHO OOpaTuUThCSA, TO BHAdaje YCHOKOWTbCA. Ecnum Thl HayHemb OTBEYaTh OCKOPOJEHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO €e1lle O0JIbIIe PA30AIKeNb KOHDIHUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHUMHOCTHh B ceTd MHHMMas. CyIIECTBYIOT CIOCOOBI BBIICHHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cToWT BECTHM XYJIWTaHCKUK 00pa3 BUPTyalbHOUM >ku3HU. VHTEpHET (GUKCHpYyEeT BCE TBOU
JEHUCTBUS M COXPAHSET UX. Y AAJUTh UX OyAET KpailHe 3aTpyTHUTEIBHO;

5. CoGnromaii CBOI0 BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyit emuHuuHBIM HeratuB. OAHOpPa30BBIE OCKOPOWTENBHBIE COOOIIEHUS JTydIle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOW CTauM;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIEHHMSIMM, B COLMAIBbHBIX CETSIX €CTh
BO3MO’KHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHH C ONIPEIEICHHbBIX a/IpeCOB;

8. Ecim Tbl cBuaerenb KuOepOyuimHra. TBOM JAEHCTBUS: BBICTYNIUTh IPOTHB IIPECIENOBATE,
[I0Ka3aTb €My, 4YTO €ro JCWCTBHS OLECHMBAKOTCS HEraTHMBHO, IOJAEPKATh JXEPTBY, KOTOPOHM HY)KHA
IICUXOJIOTUYECKasi IIOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MooOuibHblii Tej1eOoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHLIETHl COJEpKaT B ceOe BIOJHE B3POCIbI (YHKIMOHAI, U TEHephb
OHM MOTYT KOHKYpPHPOBAaTh CO CTALlMOHAPHBIMU KOMIbloTepaMu. OJTHAKO, CPEICTB 3aLUTHI ISl HOJOOHBIX
YCTPOMCTB MOKa OY€Hb Maso. TecTupoBaHUE U IIOUCK YA3BUMOCTEH B HUX IIPOUCXOIUT HE TaK UHTEHCUBHO,
kak Juis 1K, To sxe camoe kacaeTcst U MOOMIIBHBIX ITPHIIOKEHHH.

CoBpeMeHHble MOOWIIBbHBIE Opay3epbl YK€ NPaKTUYECKH JIOTHAIM HACTOJbHBIE aHAJIOTH, OJHAKO
paciupenue (GpyHKIMOHAIA BIeYeT 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBIYIO 3aLUILEHHOCTb.

Jlaneko He Bce MPOM3BOJAUTENM BBIIYCKAIOT OOHOBJIEHUS, 3aKpHIBAIOIINE KPUTUYECKUE YS3BUMOCTHU
JUISL CBOMX YCTPOICTB.

OcHOBHBIE COBETHI 1151 0€301aCHOCTH MOOHIIBHOTO TenedoHa:

Huuero He siBisieTcs mo-HacTosilieMy OecruiaTHBIM. Bynbs ocToposkeH, Belb Korjaa Tebe mpesiararor
OecrulaTHbIf KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHe-TO IUIATHBIE YCIYTH;

Hymaii, mpexzae yem otnpaButh SMS, ¢oto miam Buzpeo. Thl TOYHO 3Haellb, I'le OHU OyayT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JJ1si MOOMJIBHBIX TeNE(OHOB;

He 3arpyxail npuiaoxeHus OT HEU3BECTHOIO MCTOYHMKA, BEAb OHU MOTYT COJIEP’KaTh BPEIOHOCHOE
IpOrpaMMHOE 00ecTieueHHE;

Ilocne Toro kak Thl BBIWJEHIL C caiiTa, I/ie BBOJWI JIMYHYIO MH(OPMAIUIO, 3alJM B HACTPOHKHU
Opay3epa u ynamu COoKies;

[leproauuecku npoBepsAl, KaKUe IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;



JlaBaii cBOi1 HOMep MOOMIIBHOTO Tene(OHa TOJBKO JIOIAM, KOTOPBIX ThI 3HACIIb U KOMY JOBEPSEIIb;

Bluetooth mommkeH ObITH BBIKIFOYEH, KOTAA Thl MM HE IMOJIb3yellbes. He 3a0biBaii MHOTa IPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - ITO KPACOUHBIE, 3aXBATHIBAIOIINE Pa3BICUCHHS, O0BEIUHSIONINE COTHU
TBICSY YEJIOBEK IO BceMy Mupy. WIrpoKd HCCIEAYyIOT NaHHBIH UM MHp, OOIIAIOTCS IPYr C JOPYrom,
BBINIOJIHSAIOT 3a/laHus, CPAXKAIOTCA C MOHCTPAMU U IOJIy4alOT ONBIT. 3a YAOBOJBLCTBUE OHHU IUIATAT:
MOKYMHAIOT JUCK, OIUIAYMBAIOT A00HEMEHT HITH MPHOOPETAIOT KaKHe-TO OTIIINH.

Bce atu cpenctBa uayr Ha MojAJiep)KaHUE U Pa3BUTHE UIPhl, a TaKkKe Ha caMmy O€30IacHOCTH:
COBEPLICHCTBYIOTCS CHUCTEMBbl aBTOPHU3ALMM, BBIITYCKAIOTCS HOBBbIE MNaTuu (UM(POBBIE 3aMjgaTKu AJs
IIPOrpaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OMacaTbcs HE CTOJIBKO CBOMX CONMEPHUKOB, CKOJIBKO KPaXKU TBOETO MApOJIA,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3ALMK OOJIBIIMHCTBA UTD.

OcCHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnn npyroit urpok BezeT cedst II0X0 UK CO3/aeT Tede HEMPUATHOCTH, 3a0JI0KUPYH €ro B CIHCKE
UTPOKOB;

2. Iloxanyiicst aiMUHUCTpATOPaM UrPbl Ha IJI0X0€ MOBEAECHUE 3TOT0 UTPOKa, JKEIaTeIbHO MPUIIOKHUTh
KaKHe-TO JI0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B podaiine urpsl;

4. YBaxal Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeouIuanbHbIe MaT4Yd U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIKOYAaTh aHTUBHpYC. [1oka ThI Urpaemib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

OUINMHT WIM KPaXa JUYHBIX JaHHbIX

OOBbIUHOM KpaXkel AeHer U JOKYMEHTOB CErOJHs YK€ HUKOIO HE YUBHILb, HO C pPAa3BUTHEM UHTEPHET-
TEXHOJIOTHUH 3JIOYMBIIIJICHHUKH TEPEMECTHUINCh B WHTEPHET, W MPOJOJDKAIOT 3aHUMAThCsA "TOOMMBIM"
JEIIOM.

Tak mosBuiace HOBasg yrposa: MHTEPHET-MOLICHHUYECTBA WJIM (UILUHI, TJIaBHas LElb KOTOPOIo
COCTOWT B MOJYyYEHUN KOH(MUICHIIUATBHBIX JAHHBIX MOJIH30BATENCH - JJOTHHOB | mapojiei. Ha anrmuiickom
s3eike phishing unraercs kak ¢ummuar (ot fishing - peidbuas mosis, password - mapoJis).

OCHOBHBIE COBETHI 10 OOPHOE C PUITHMHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Ecnm Thl mojo3peBaellb, YTO TBOsS aHKeTa Oblja B3JI0MaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 TOM Kak MOXKHO CKOpPEE;

2. Ucnonb3yit 6e3onacHble BeO-caiiThl, B TOM YHCIIE€, HHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

3. MHcnonp3yil cnoxHble U pasHble naposu. TakuMm oOpa3oMm, eciau TeOs B3JIOMAOT, TO
3JI0YMBIIIJICHHUKH [OJy4aT AOCTYH TOJIBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH, & HE KO BCEM;

4. Ecin Te0s B3710Mau, TO HEOOXOUMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE 100aBJIECHBI y
TeOs B Jpy3bsiX, O TOM, YTO TeOs B3JIOMAJIM U, BO3MOYKHO, OT TBOEr0O MMEHM OyJeT pacchuIaThCs cllaM U
CCBUIKM Ha (PMILUHTOBBIE CAUTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MoOHITBHBIN TenedoH;

6. OTKIIIOUM cCOXpaHEHHe Maposisd B Opaysepe;

7. He oTkpbIBail (aiiabl U Apyrue BIOXKEHUS B MHCbMax, Ja)ke €CJIM OHU MPHUIUIM OT TBOMX Jpy3eil.
Jlydie yTo4HH y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailiibl.

Hudposas penyrauus

[MudpoBas pemyrauus - 3TO HEraTMBHas WIM TO3UTHUBHAs uH(popMmanMs B ceTd o Tede.
Komnpomerupyromias nHopmaius, pa3MelieHHas B MHTEpHETE, MOXKET Cepbe3HbIM 00pa3oM OTpa3UThCs Ha
TBOe peanmpHON ku3HMU. "LludppoBas penyrauus" - 3TO TBOM HMMHIXK, KOTOpBIH (opMHUpyeTcs H3
uHpopManuu o Tede B UHTEpHETE.

TBoe MecTO XUTeNnbCTBa, yueObl, TBOE (PUHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PaccKasbl
0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKU JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKaluu JUYHOM mHpopMmauuu B MHTepHeTe,
HE TIOHHUMasi BO3MOKHBIX ToOcieAcTBUU. Thl Jake HE CMOXELIb J0TafaThCsi O TOM, 4To (oTtorpadus,
pasMelleHHas 5 et Ha3aj, cTaja MIPUYUHON 0TKa3a MPUHATH TeOs Ha paldoTy.



Kommenrapuu, pasmenienne TBoux Gororpaduii 1 Apyrue qeiicTBUsS MOTYT HE HCUE3HYTh AaXe MOCIe
TOTO, KaK Thl UX yJaIWIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty MH(OpPMAIHIO, MoTmaja Ji OHAa B TIOMCKOBBIE
CUCTEMBI U COXPAHWJIACH JIM OHA, a TJIaBHOE: UTO MOAYMAIOT O TeOE OKpYXKalOIIHe JII0IU, KOTOpble HAUIAYT U
yBHIAT 3T0. HaliTi nH(popMaIiio MHOTO JIET CITyCTS CMOKET JIF0OOH - Kak U3 T0OPhIX MOOYXKIEHUH, Tak U C
HaMepEeHHEM MPUYMHUTH BPeA. ITO MOXKET OBITh KTO Yr'OJHO.

OcHOBHBIE COBETHI IO 3aIIUTEe U(PPOBOH pemyTanuu:

1. Tloxymaii, mpexe 4em 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B OJI0Te WIIM B COIUATILHOM CETH;

2. B mHacrpoiikax mnpoduis yCTaHOBM OrPAHMYEHHMs] HA MPOCMOTP TBOEro MNpOoQMiIst U €ro
COJIEP’)KUMOT0, CJIeNIail €ro TOJIbKO "ist py3ei";

3. He pa3memmnaii u He yka3bIiBaii H”HPOPMAITUIO, KOTOPAsi MOXKET KOT0-JIM00 OCKOPOJISATH WK OOMKaTh.
ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKHU - aKTUBHBIE MOJIb30BaTeNN HU(PPOBOTro npocTpaHcTBa. OJIHAKO JaJIeKO He
BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMH BO3MOKHOCTSIMH IIM(PPOBOTO MUpa TpedyeT coOIoieHus paB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTyanbHas COOCTBEHHOCTh" OTHOCUTCSA K Pa3jIMUHBIM TBOPEHHUSIM YEJIOBEYECKOIO
yMa, HauMHasi ¢ HOBBIX U300pETEeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U
3aKaH4MBasi KHUTaMu, pororpadusiMu, KUHOPUIbMaMHU U MY3bIKaIbHBIMUA TPOU3BEIEHUSMU.

ABTOpCKHME TpaBa - 3TO IIpaBa Ha WHTEIIEKTYaJlbHYIO COOCTBEHHOCTh Ha MPOM3BEICHUS HAYyKH,
JUTEpaTyppl W HUCKycCTBA. ABTOpCKHE IIpaBa BBICTYNAIOT B KayecTBE TapaHTUHM TOTO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKHM TPyl aBTOpa HE Oy/I€T HAllPacHbIM, JAaCT €My CIIpaBeAJIMBbIE BO3MOKHOCTH
3apaboTaTh Ha pe3ysbTaTaXx CBOETO TpyHa, MOJYYHTh M3BECTHOCTh M MpusHaHue. Hukto Oe3 pasperieHus
aBTOpa HE MOJKET BOCIPOM3BOJUTH €ro IMPOU3BENEHUE, PACHPOCTPaHsTh, MYyOIMYHO JAEMOHCTPUPOBATBH,
MpoJIaBaTh, UMIIOPTUPOBATh, TyCKAaTh B MPOKAT, MMyOIMYHO UCHOIHATH, TOKA3bIBATh/UCHIOIHATh B 3QHpe WIH
pa3memars B lHTepHere.

Hcnonws3oBanne "muparckoro"” mporpaMMHOTO 00€CTIeueHHsT MOXKET NMPUBECTH K MHOTHM PHUCKaM: OT
NOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJOKMPOBKM TBOETO YCTPOMCTBA, /€ YCTAHOBJIEHA HellerajbHast
nporpamma. He crout Taxke 3a0bIBaTh, UTO CYLECTBYIOT JIETalbHbIE U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE
MOKHO HalTH B CETH.

O nopraJe

CereBUYOK.p(d - TBOW TJIAaBHBIN COBETYHK B CETHU. 37€Ch Thl MOXEIIh y3HaTh O OC30TACHOCTH B CETH
MOHATHBIM M JOCTYIHBIM $3bIKOM, @ IIPU BO3HUKHOBEHMH KPUTHYECKOM CUTyallun OOpaTUTHCS 3a COBETOM.
A TaKke NpUHATH y4acTHE B KOHKYPCaxX U CTaTh CaMbIM LIU(POBBIM I'pakJaHUHOM!
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